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(ISC)? Information Security Leadership Award

¥ Acer SOC was a winner
of the 1 st (ISC)? Asia
Pacific Information
Security Leadership
Award

¥ Ceremony at Bangkon on
2007.7.9

— Acer SOC was the only one
winner in Taiwan (total
number of winners is 27)

— Acer SOC was selected as
one of the 4 Distinguished
Workforce Initiative
Showcase
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Acer eDC Security Services

Security Audit Services
* Vulnerability Scanning

 System Hardening

* Penetration Testing

» Network Security Assessment
* Physical Security Assessment

Acer eDC Security Services

Security Management Services

« Firewall Management Service
* Managed Security Services
« Intrusion Monitoring & Handling
« Anti -virus Monitoring & Handling
* Incident Forensics Service

Security Consulting Services

* ISMS Consulting
« Security Training
* SOC Planning & Establishment
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Acer SOC Development Strategy

SOC Customers
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Economic Knowledge Scale of SOC

M The critical factors to gain experience and capabil ity of SOC
are:
— Diverse of customers
— Large Scale of Security Events

e N N \gggg

OO0

&& Acer SOC
o | & P

= AN AN "/
( N ( N ( N
Single Site Single Site Single Customer Multiple Customers
Single Device Multiple Devices Multiple Sites Multiple Sites
- J - J - J
SafeCo/e

Care and Protection as You Grow

MSSP Service Model

i1 Managed Security Service Provider

— Customer's device events are collected by FSAandt hen
send to SOC for analysis

Ustomer Premise

Primary
Data Center

Collection
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Results from Acer SOC

In 2006, 2007, 2008 Acer SOC
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Why Using Event Graphs?

M Reduce analysis and response times

— Quickly visualize thousands of events

— A picture tells more than a thousand log lines
M Situational awareness

— Visualize status of business posture
M Facilitate communication

— Use graphs to communicate with other teams

— Graphs are easier to understand than textual
events
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When To Use Event Graphs

Real-time monitoring (in a Dashboard)

— What is happening in a specific business area
(e.g., compliance monitoring)

— What is happening on a specific network
— What are certain servers doing
— Look at specific aspects of events
i Forensics and Investigations
— Selecting arbitrary set of events from channel
— Understanding big picture
— Analyzing relationships
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What Is An Event Graph?

i Graphical representation of a selection of event

fields
Source Event &S.?gicgt Event Target
Node Node Nod% Node Node

OO

i Size is proportional to number of events
associated with the node

M Two ways of generating graphs
— From a channel (select and right-click)
— Event Graph Data Monitor

Different Node Configurations
Raw Event:
[**][1:1923:2] [**]
[Classification: Decode of an RPC Query] [Prlorlty 2]
06/04-15:56:28. 219753 ->

UDP TTL:64 TOS:0x0 ID:0 IpLen:20 DgmLen:148 DF
Len: 120

Different Node Configurations:

—> Name —| DIP —> DIP — | DPort

192.168.10.90 RPC portmap 192.168.10.255 192.168.10.90 192.168.10.255 111

—> SPort — | DPort Name (=S SIP -

192.168.10.90 32859 111 RPC portmap 192.168.10.90 19
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Samples
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Real-time Monitoring With A
Dashbhoard
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Use Case :
Firewall Deny Events
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Firewall Deny Events #3

B Focus on destination port = 4400
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M Event graph for

Firewall Deny
Connect to China
Destination Port 4400

Firewall Deny #4
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Firewall Deny Events #5

& Destination Port <> 4400
1 Destination Port >1024
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Firewall Deny Events #6

M 222.178.185.5 is the major destination
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Firewall Deny Events #7
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Firewall #8

&1 All red box in customer 's network connect to 222.178.185.5
port 2108.

B The destination port is not available.

222.178.185.5.
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Firewall Deny Events #9

B Dashboard for Firewall Real Time Deny
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Firewall Deny Events #11

Firewall Permit Events
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Firewall Permit Events #1

¥ Fine out all firewall permit events
— Source IPs are internal private IPs
— Destination IPs is Internet Public IPs

Firewall Permit Events #2

¥ Destination Port > 1024
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Firewall Permit Events #3

& 8080 port is the major destination port in the give n time frame.

Dst
IP

Dest
Port

Firewall Permit Events #4
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Firewall Permit Events #5

¥ Find out the major host which connect to 8080 port.

/

Visualized Event Graph for
Fraud Detection
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Credit Card Transactions

2 Txns for one credit card in different

countries
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Visualized events graph plays a
vital role in SOC services.

- Acer eDC
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