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The Worst Jobs in Science 2007

Cur annual bottom-10 list, in which we salute the men and women who do what no

SACIES .. POPULAR
'security Grunt SCIENCE =

Like wearing a big sign that M 10 WORST JOBS

" [ - .‘ - \\" l'.
| reads Hack € In order, from not-as-bad to downright terrible,
the worst jobs in science as ranked by Fopular
Science magazine:

DO YOU FLINCH
when your inbox
dings? The people man-
ning secure@microsof!

LOom receive approximaltely
100,000 dings a year, each

one 3 messaqge that something in the

*Whale-feces researcher: The feces part
just smellz bad.

* Forensic entomologist: Studying bugs on
corpses combines two unpleasant things.

* Dlymipic drug tester: VWatching athletes
urinate into cups and testing samples thousands
of times during the Games cant be fun.

InfoWorld e e
HOME NEWS | TECHNOLOGIES BLOGS/COLUMNS | TEST CENTER | AUDIO/WVIDEQ |CAREERS |IT EXEC-CONMECT

Microsoft security group makes 'worst jobs' list
The Microsoft Security Response Center made Popular Science's list of the worst jobs in
science because the daunting work is 'hard and thankless'

* Gravity research subject: Stays in bed for
three weeks and lets muscles atrophy.

* Micro=soft security worker: Deals with
every Microsoft user's problems.

. Presewgd-ﬂnimﬂl preparer: Bottles frogs,
Euynl:nztggghc?mmﬂn' DG News Service (& Talkback E-mail Printer Friendly Reprints Text Sz A A cats and pigs for biclogy students.

I : + Garbologist: Eifts_thrcugh garbage, literalhy,
What do whale-feces researchers, hazmat divers, and employees of Microsoft's Security Response Center have t:uﬁ:ﬁ?fﬂgtinsﬁﬁrgigcgcf,?ﬁt_ﬂns and fiow
in common? They all made Popuwlar Science magazine's 2007 list of the absolute worst jobs in science.

+ Elephant vasectomist: Elephants are big,

: Popular Science has been compiling the list since 2003, as "a way to celebrate the : .
Related Stories P pring v and =o are their testicles.

crazy variety of jobs thatthere are in science,” said Michael Moyer, the magazine's
executive editor. Past entrants have included barnyard masturbator, Kansas

Judge favors Hicrosoft biology teacher, and U.S. Metric system advocate.

* Oceanographer: Pollution, overfizhing and
coral reef destruction mean the oceans keep
getting worse.

* Hazardous-materials diver: Swimming in
sewage is a dirty task.




Intro - Who Am | ?
Joined Microsoft in 1990
®* Worked on MSMoney, IIS, & now TwESecurity

*Shi pped oPatch Tuesdaybd
* Now Focused on MSRC Strategy & Emerging Threats

.

TwC Security

IMIICresOIt. Security.

Response Cente

Microsott Ssecurity
Engineering Center

(MSEC)
SDL
| Security Assurance
Security Science " Microsoft Malware
- e e Protection Center

(MMPC)



Intro - Why Am | Here?

* Asia Pacific Is Special & Unigque
* Microsoft iIs committed to AP
* MSRC Mission: Protect Customers
* Unigue challenges in the region
" New Paradigm- Community Based Defense
* Partner w/ Organizations & Companies
* Partner on Software Engineering and Response
* Partner on Consumeré& Enterprise Education

* Promote Security Cooperation Program



Agenda

* Security Ecosystem Trends

* Software Vulnerabllity Trends
* Microsoft Security Intelligence Report v5
* Evolution of MSRC Protections and Processes
" EXxploitability Index
" Microsoft Active Protections Program
* SCP Overview
* Program Outline & Benefits



Ecosystem Trends




Security Ecosystem Trends

* Increased Number of Reported Vulnerabilities
Industry o wide problem

* Increased Number of Affected Products
Attacks targeting 3 ' party applications & drivers

* Specialization and Tools:
Specialists d Vulnerabilities Miners, Exploit Writers
Sophisticated Tools

* Increasing Velocity:
The Time from patch to exploit is shrinking

* Money Economy

Widespread Malicious Attacks
|solated & Targeted Attacks



curity Vulnerability Trends




Software Vulnerability Disclosures
By half year - industry wide

* Vulnerability disclosures in 1H08 down 4% from 2HO07,
down 19% from 1HO7

1HO8 had the lowest number of disclosures since 2H05

Industry-wide vulnerability
disclosures by half-year, 1H03-1HO8

*
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Software Vulnerability Disclosures

Microsoft vulnerability disclosures

®* Microsoft vulnerability disclosures mirror the industry
totals, though on a much smaller scale

Vulnerability disclosures for Microsoft products, Vulnerability disclosures for Microsoft
1HO03-1H08 and non-Microsoft products, 1H03-1HO08
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Software Vulnerability Disclosures
Operating system versus norroperating system disclosures

* Operating System vulnerabilities have stabilized at
between 6% and 8% of all vulnerabilities disclosed

Operating system vulnerabilities as a percentage
of all disclosures, 1H03-1HO08

- OS Vulnerabillities ;
% of Total



Software Vulnerability Disclosures

Severity of vulnerabilities

X )

Disclosure of high severity vulnerabilities 13% higher than 1HO7
The highest severity rating accounts for 7% of all disclosures

)

Industry-wide vulnerability disclosures Industry-wide vulnerability disclosures
by CVSSv2 by haHyear, 20038007 by severity, 1HO8
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Software Vulnerability Disclosures

Access complexity
* Disclosure of High complexity vulnerabilities continues

to decline

* In 1HO8 more Low complexity vulnerabilities were
disclosed relative to 2HO7

Industry-wide vulnerability disclosures
by access complexity, 1HO3i 1HO8
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Microsoft Vulnerability Exploit Details

Survey results

*  32% of vulnerabillities disclosed in
Microsoft software had publicly
available exploit code

25 out of 77 vulnerabilities disclosed

Consistent with past trends
published in SIR

* Only 10.4% of vulnerabilities had
publicly available exploit code
that could consistently exploit

gt Ti
the vulnerability e

8 out of 77 vulnerabilities disclosed

The rest were either unreliable or
Ineffective



Malware Infection Rates - MSRT Data

Malware Detections by Country/Region

| Insufficient data

. 30+ B 02

8-10

7-8

This map dlustrates the relathee infection rates of differing regions based on
the number of méected compaters discoverad per 1,000 executions of the
MSRY Foe example, a seqion colored yellow would have an infection rate of
between Ta0d 8 computers per 1,000 executions of the MSRT
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Security Threat Evolution

®* The Vandals
* 1998 0 2001 o Web Site Defacements

* The Era of Big Worms
* 200102004

* The Rise of Bothets
* 2004 o present

* The Era of Purpose
* 20006 - present



Security Threat Evolution
Horizontal Integration
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The Era of Purpose

®* Criminal Organizations now have

* Almost unlimited money & resources

* Longer term focus and multi year planning
Ma Engineering Practices

i

>

*Organi zat
*  Significant reso
* Institutional
*Focus




MSR ole & Evolution




MSRC Role

Security Risk Analysis & Risk Management
* Protect our customers

* Understand the security ecosystem

* Analyzing threats and respond to them
* Provide early warning

" Work with partners as part of distributed
defense network

* Change the Game

* Root cause analysis and provide feedback and
guidance to product groups

" Influence negative trends & balance asymmetry
* Community Based Defense



MSRC Today

Industry Leading Vulnerability Response Team

* MSRC Case Managers

* Release Management Team

* Security Engineers (SWIReact & ICI & MSAV)
* Communications Team

* Security Community Outreach

* MSRC Partner Outreach (CERTSs, ISVSs)

* Root Cause Analysis



MSRC Partners

Industry Leading Vulnerability Response Team

* MS Malware Protection Center

* MS Security Response Allilance (MSRA)
* Govt Security Program

* Security Cooperation Program

* TwC o CIP Teams



Microsoft Active Protections Program

Provides monthly vulnerability information to commercial
security software providers

Enhances protection at both the Improves time and quality of

application and network layers protection release
ACustomers have improved defense in depth ACustomers receive improved 31 party protections
protections while testing and deploying Microsoft that are available faster
security updates AProvides a streamlined information collaboration
AProtect the enterprise customers and home user framework with among Microsoft partners,
by helping the security providers of their choice vendors, infrastructure providers, and customers

get a leg up on exploit code

Dl oy Mi c



Exploitability Index -
Bulletin ratings assume a -

determined and skilled Critical
attacker

-

Moderate

Bulletin ID  Bulletin Title Exploitability
Index
Assessment

Exploitability Index
provides context

MS08-067 Vulnerability in Server | CVE-2008- - Consistent Consistent exploit code has been
Service Could Allow 4250 explolt code l ered in limited, targeted

Remote Code ikeely it ffecting Windows XP and

Execution (358644 Windows Server 2003...

1- Consistent Exploit Code Likely

.
2 - Inconsistent Exploit Code Likely

3 - Functioning Exploit Code Unlikely

Microsoft Confidential



Microsoft SCP
Cooperation Program




Security Cooperation Program (SCP)

Overview

A A worldwide collaboration program between Microsoft and
governmental organizations responsible for computer incident
response, protection of critical infrastructure, and computing safety.

A Includes incident response, information exchange, and public outreach
components

Benefits

A Public/private partnership in incident response and information
exchange can help decrease risk to national security, economic

strength, and soci al welfare from
Infrastructure.

A Microsoft provides a 24/7 hotline for SCP participants, and works with
participants to define a process for disseminating information in the
event of a critical incident or emergency.



SCP Agreement

* Legal Framework
* NDA and communication mechanisms
* Obligations and Requirements
* Deliverables

* Collaboration Framework
" Access to Corporate HQ Resources

* Value Added offerings beyond just Communication
* MSRA
" Annual Visit to Redmond
* Training

28



Security Cooperation Program (SCP)

* Information Exchange

From Microsoft From SCPMember
Aulerts and Advisories ASecurity Metrics
ASecurity Metrics Ancident Detail
Aattack Indicators Aroduct Feedback
Avitigations

* Collaboration Activities

Security Resourceso Educational & Process
" Web guidance; Guidance Portal

" Flyers, brochures, posters, Videos

" Educational curriculum

" Public Service Annhouncements

Training Opportunities



SCP Components

* Security Communications

-

-

-

-

Advance Notification

Security Bulletins and Review
Security Metrics

Public Vulnerability Information

Incident Response Assistance, including Emergencies

Microsoft Security Response Alliance (MSRA)
Annual Executive Visit

Training and Guidance

Citizen Outreach

Future Enhancements

MSAT@OMiIi cr osoft Security Assessmen

SCPCHWSCP Collaboration Portal

30



Security Cooperation Program - CERTs

* Special program for Government CERTSs
" Incident response & Education information
* Access to resources for support, training, etc.
* Access to the MSRA security portal

* Reduced requirement simplify membership

* Access to MSRA resource including the MSRA
Summit.



Security Cooperation Program - EDU

* Special program for Educational Orgs
" Incident response & Education information
* Access to resources for support, training, etc.
* Access to the MSRA security portal

* Reduced requirement simplify membership

* Access to MSRA resource including the MSRA
Summit.



Security Update Communications

Advanced Notification Security Bulletins and Review Metrics
Thurschy before “Patch Tueschy”) R (‘PatchTueschy”, 2d Tueschyof theMonth) —— ( B endof thermonth)

* Advanced Notification ( Thursdays)

" Products, Severity and number of bulletins
* Bulletin Conference Call ( Tuesdays &wedn)

" LiveMeeting call w/ Internal Experts

" Q&A opportunity on Severity & Workarounds
* Metrics (end of Month)

" Commentary on what MS Is seeing
" Info on any incidents

33



Security Metrics Examples

Executive Summary
f Hello MSRA members!
-

B

Security Response
R i |

T‘*\ Some of the Vulnerabilities that were fixed with Month Security Bulletins:
B ﬂ

MO0

Other Important Information:

W

Security Bulletin Summary

# rated Critical

":) Month YYYY Bulletin Release Summary and Overview:
—  # rated Important

Here is a summary of new bulletins for Month:

- Maximum
Bulletin . .
number Title se*u_rerlty

rating

MSax-2000

Important

MSa- 200

Month Bulletin Severity Summary Matrix:

Windows Server

Bulletin n‘.”““ﬂ@ Windows 2003 SP1 and Windows
indows® - .
number 2000 SP4 XP SP2 Windows Server Vista

2003 SP2

MSa-2000

Moderate Critical Critical
MS0c-000 Tmportant N/ A

Month Bulletin Case Volume Summary:

' Total bulletin support case volume of ### cases on release day +10 is below the 6 month
runmning average.

' XX% of cases (»o¢/200¢c) are on the TCI/IP bulletin. This volume is low compared to bulletins
released over the past 6 months.

1 Bulletin support case volumes are declining and currently running at less than xx total per day.
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Key Issues for Month Bulletins



Public Vulnerability Information

* Info on Public not yet fixed issues

* An explanation of the publicly reported
vulnerability

* Adescription of potential workarounds (if
available) and information on how to
Implement them

* Adescription of where Microsoft is in the
vulnerability investigation process

* Available upon request to
scp_team@microsoft.com

35



Incident Response Assistance

* 24x7 assistance available
* SCPResource Guide enables use of HELPSEC
line
* Mechanisms for dissemination of incident
Information to contacts

" Response to incident, including dissemination
of information to its constituency

36



MSRA - Microsoft Security Response Alliance

A Umbrella program for Security Response
A Interactive Portal
A Summit

MSRA Partners:

* GIAISA Internet Service Providers

The GI obal I nfrastructure Alliance for Internet Safety r§ GHcAl S
have organized to improve security and safety on the Web, manage threats consistently across a broad spectrum, and
identify and mitigate existing vulnerabilities.

*  MVIdSecurity Research

The Microsoft Virus Initiative (MVI) enables Microsoft to share key technical details of Microsoft technologies with our secu rity
research partners to provide a better together integration experience around protecting our shared customers from
malicious software.

e VIA d Anti -Virus

VIA (Virus Information Alliance) is a collaborative effort between Microsoft and several of our anti  -virus partners to provide o ur
customers with detailed information on significant viruses that are affecting Microsoft products and our customers.
Members of this alliance exchange valuable technical information on newly discovered viruses so that we can more quickly
communicate to customers their targets, impact and methods of remediation.

* SCPdPublic Sector

The Microsoft Security Cooperation Program (SCP) is a worldwide program that provides a structured way for governments/higher
ed and Microsoft to engage in cooperative security activities in the areas of computer incident response, attack mitigation,
and citizen outreach. The SCP helps governments respond more efficiently and effectively to computer security incidents
and emergencies.

® MSSA- OEMs

The Microsoft Security Support Alliance (MSSA) provides authoritative and timely information on newly discovered security thr  eats
to our OEM partners and allows them to exchange security information to better communicate to customers the impact and
available remediation to these threats. 37




Microsoft Security Response Alliance
(MSRA)

* Umbrella Program for Security Response

* Commoncommunication framework to share
security response information

* Escalation contacts into Microsoft Security
Response Center and Support Teams

" Annual WW Security Response and Safety
Summit hosted by Microsoft

* Customized Portal including:
* Status and alerts
* Event calendar
" Help and Resources
" Citizen Outreach/Syndicated Content &t



MSRA Portal SCP Home

MICROSOFT SECURITY RESPONSE ALLIANCE

Security Balletin Releass-
June 2007

ADVANCE NOTIFECATION - June 200
MSRC Security Bulletin Releazss

(1, AW T U Wl S Y Y W W




MSRA Portal My Info




