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Joined Microsoft in 1990

Worked on MSMoney, IIS, & now TwC-Security

Shipped òPatch Tuesdayó and BlueHat 

Now Focused on MSRC Strategy & Emerging Threats
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Asia Pacific is Special & Unique 

Microsoft is committed to AP

MSRC Mission: Protect Customers

Unique challenges in the region

New Paradigm - Community Based Defense 

Partner w/ Organizations & Companies

Partner on Software Engineering and Response

Partner on Consumer & Enterprise Education

Promote Security Cooperation Program



Security Ecosystem Trends

Software Vulnerability Trends

Microsoft Security Intelligence Report v5 

Evolution of MSRC Protections and Processes

Exploitability Index

Microsoft Active Protections Program

SCP Overview 

Program Outline & Benefits





Increased Number of Reported Vulnerabilities
Industry ðwide problem

Increased Number of Affected Products
Attacks targeting 3 rd party applications & drivers

Specialization and Tools: 
Specialists ðVulnerabilities Miners, Exploit Writers

Sophisticated Tools 

Increasing Velocity: 
The Time from patch to exploit is shrinking

Money Economy
Widespread Malicious Attacks 

Isolated & Targeted Attacks





Vulnerability disclosures in 1H08 down 4% from 2H07, 
down 19% from 1H07

1H08 had the lowest number of disclosures since 2H05
Industry-wide vulnerability

disclosures by half-year, 1H03-1H08



Microsoft vulnerability disclosures

Microsoft vulnerability disclosures mirror the industry 
totals, though on a much smaller scale

Vulnerability disclosures for Microsoft products, 

1H03-1H08

Vulnerability disclosures for Microsoft 

and non-Microsoft products, 1H03-1H08

Non-Microsoft

Microsoft



Operating system versus non-operating system disclosures

Operating System vulnerabilities have stabilized at 
between 6% and 8% of all vulnerabilities disclosed

Operating system vulnerabilities as a percentage 

of all disclosures, 1H03-1H08

OS Vulnerabilities

% of Total



Disclosure of high severity vulnerabilities 13% higher than 1H07

The highest severity rating accounts for 7% of all disclosures

Industry-wide vulnerability disclosures
by severity, 1H08

Industry-wide vulnerability disclosures
by CVSSv2 by half-year, 2003ð2007

Low

Medium

High



Disclosure of High complexity vulnerabilities continues 
to decline

In 1H08 more Low complexity vulnerabilities were 
disclosed relative to 2H07

Industry-wide vulnerability disclosures

by access complexity, 1H03ï1H08



32% of vulnerabilities disclosed in 
Microsoft software had publicly 
available exploit code

25 out of 77 vulnerabilities disclosed

Consistent with past trends 

published in SIR

Only 10.4% of vulnerabilities had 
publicly available exploit code 
that could consistently exploit 
the vulnerability

8 out of 77 vulnerabilities disclosed

The rest were either unreliable or 
ineffective







The Vandals

1998 ð2001 ðWeb Site Defacements

The Era of Big Worms 

2001 ð2004

The Rise of Botnets

2004 ðpresent

The Era of Purpose

2006 - present





Criminal Organizations now have
Almost unlimited money & resources

Longer term focus and multi year planning

Mature Engineering Practices

Organizations also conduct òcyber espionageó
Significant resources

Institutional Support and multi year planning

Focus on specificséright down to the individual





Protect our customers

Understand the security ecosystem 

Analyzing threats and respond to them

Provide early warning

Work with partners as part of distributed 
defense network

Change the Game

Root cause analysis and provide feedback and 
guidance to product groups

Influence negative trends & balance asymmetry

Community Based Defense 



Industry Leading Vulnerability Response Team

MSRC Case Managers 

Release Management Team

Security Engineers (SWIReact & ICI & MSAV)

Communications Team

Security Community Outreach

MSRC Partner Outreach (CERTs, ISVs)

Root Cause Analysis



Industry Leading Vulnerability Response Team

MS Malware Protection Center

MS Security Response Alliance (MSRA)

Govt Security Program 

Security Cooperation Program

TwCðCIP Teams



Enhances protection at both the 
application and network layers

ÅCustomers have improved defense in depth 
protections while testing and deploying Microsoft 
security updates

ÅProtect the enterprise customers and home user 
by helping the security providers of their choice 
get a leg up on exploit code

Improves time and quality of 
protection release 

ÅCustomers receive improved 3rd party protections 
that are available faster

ÅProvides a streamlined information collaboration 
framework with among Microsoft partners, 
vendors, infrastructure providers, and customers

òAre protections available while I deploy Microsoft updates?ó

Customers expect their security protection software to help thwart attacks 
while evaluating updates.

The Reality isé.

While most protections providers are very fast, itõs not always before 
attackers have released exploit code.

Our Goal isé. 

Customers using security protection software are protected from the 
vulnerabilities at the same time the updates are released.



3 - Functioning Exploit Code Unlikely

2 - Inconsistent Exploit Code Likely

1- Consistent Exploit Code Likely

Critical Important Moderate Low
Bulletin ratings assume a 

determined and skilled 

attacker

Exploitability Index 

provides context

Microsoft Confidential





Overview

ÅA worldwide collaboration program between Microsoft and 

governmental organizations responsible for computer incident 

response, protection of critical infrastructure, and computing safety.

ÅIncludes incident response, information exchange, and public outreach 

components

Benefits

ÅPublic/private partnership in incident response and information 

exchange can help decrease risk to national security, economic 

strength, and social welfare from attacks on the countryõs IT 

infrastructure.

ÅMicrosoft provides a 24/7 hotline for SCP participants, and works with 

participants to define a process for disseminating information in the 

event of a critical incident or emergency.
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Legal Framework 
NDA and communication mechanisms

Obligations and Requirements 

Deliverables

Collaboration Framework 

Access to Corporate HQ Resources

Value Added offerings beyond just Communication
MSRA

Annual Visit to Redmond

Training 



Information Exchange

Collaboration Activities 

Security Resources ðEducational & Process
Web guidance; Guidance Portal

Flyers, brochures, posters, Videos

Educational curriculum 

Public Service Announcements

Training Opportunities 

From Microsoft From SCPMember

ÅAlerts and Advisories ÅSecurity Metrics

ÅSecurity Metrics ÅIncident Detail

ÅAttack Indicators ÅProduct Feedback

ÅMitigations
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Security Communications
Advance Notification

Security Bulletins and Review

Security Metrics

Public Vulnerability Information

Incident Response Assistance, including Emergencies

Microsoft Security Response Alliance (MSRA)

Annual Executive Visit

Training and Guidance

Citizen Outreach

Future Enhancements
MSATg ðMicrosoft Security Assessment Tool for govõt

SCPCP ðSCP Collaboration Portal



Special program for Government CERTs

incident response & Education information

Access to resources for support, training, etc.

Access to the MSRA security portal

Reduced requirement simplify membership

Access to MSRA resource including the MSRA 
Summit.



Special program for Educational Orgs

incident response & Education information

Access to resources for support, training, etc.

Access to the MSRA security portal

Reduced requirement simplify membership

Access to MSRA resource including the MSRA 
Summit.
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Advanced Notification  ( Thursdays)

Products, Severity and number of bulletins

Bulletin Conference Call ( Tuesdays & Wedn)

LiveMeeting call w/ Internal Experts

Q&A opportunity on Severity & Workarounds

Metrics (end of Month)

Commentary on what MS is seeing

Info on any incidents 
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Info on Public not yet fixed issues

An explanation of the publicly reported 
vulnerability

A description of potential workarounds (if 
available) and information on how to 
implement them

A description of where Microsoft is in the 
vulnerability investigation process

Available upon request to  
scp_team@microsoft.com
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24x7 assistance available 

SCP Resource Guide enables use of HELPSEC 
line

Mechanisms for dissemination of incident 
information to contacts

Response to incident, including dissemination 
of information to its constituency
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ÅUmbrella program for Security Response 

Å Interactive Portal 

ÅSummit 

MSRA Partners:
GIAIS ðInternet Service Providers
The Global Infrastructure Alliance for Internet Safety (GIAIS) is an alliance of the worldõs leading Internet Service Providers, which 

have organized to improve security and safety on the Web, manage threats consistently across a broad spectrum, and 
identify and mitigate existing vulnerabilities.

MVI ðSecurity Research
The Microsoft Virus Initiative (MVI) enables Microsoft to share key technical details of Microsoft technologies with our secu rit y 

research partners to provide a better together integration experience around protecting our shared customers from 
malicious software. 

VIA ðAnti -Virus
VIA (Virus Information Alliance) is a collaborative effort between Microsoft and several of our anti -virus partners to provide o ur 

customers with detailed information on significant viruses that are affecting Microsoft products and our customers.  
Members of this alliance exchange valuable technical information on newly discovered viruses so that we can more quickly 
communicate to customers their targets, impact and methods of remediation. 

SCP ðPublic Sector
The Microsoft Security Cooperation Program (SCP) is a worldwide program that provides a structured way for governments/higher

ed and Microsoft to engage in cooperative security activities in the areas of computer incident response, attack mitigation, 
and citizen outreach.  The SCP helps governments respond more efficiently and effectively to computer security incidents 
and emergencies. 

MSSA- OEMs
The Microsoft Security Support Alliance (MSSA) provides authoritative and timely information on newly discovered security thr eats 

to our OEM partners and allows them to exchange security information to better communicate to customers the impact and 
available remediation to these threats.
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Umbrella Program for Security Response  

Common communication framework to share 
security response information

Escalation contacts into Microsoft Security 
Response Center and Support Teams 

Annual WW Security Response and Safety 
Summit hosted by Microsoft 

Customized Portal including:

Status and alerts

Event calendar

Help and Resources

Citizen Outreach/Syndicated Content
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