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INTRODUCTION:
WE ARE HIGHLY DEPENDENT ON WEB SERVICES TODAY

� COMMUNICATIONS
– E-Mail , Instant Messaging, Information Transfer

� TRANSACTIONS / ONLINE SERVICES
– Internet Banking, e-shopping, Stock trading, B2B, C2C, E-Bay, E*Trade, Amazon, Travel 

booking, etc

� WORK / BUSINESS
– Internet, Intranet, Extranet
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– Internet, Intranet, Extranet
– ERP, SCM, CRM, SAP, B2BM, B2C, Company international information services

� PLAY / SOCIAL NETWORKING / RECREATION
– YouTube, Facebook, Second Life, Friendster, ITunes, MySpace, BLOGS! …
– Organization Membership Portal

� EDUCATION / RESEARCH

� ONLINE STORAGE SERVICES
� …..
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Introduction: The Security Journey Continues

• New, More, Bigger, Better …
• SYSTEMS
• APPLICATIONS
• SERVICES

•-> New Risks
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•-> New Risks
•-> New Vulnerabilities
•-> New Hacking methods

•Viruses, Worms, RATS, Bots …

(Remote Access TROJANS = Spyware)

-> NEW: GOVERNANCE & 
COMPLIANCE! • Data Privacy

• Data Leakage
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Regulation & Compliance SARBANES-OXLEY , HIPAA, BASEL II …

� It is part of doing business
� Business Continuity
� An environment of TRUST

– For doing business

– Ensure Orderliness in Internet world

– Promote Economic growth

� More than just
Confidentiality, Integrity
and Availability

� Privacy

� �� ������	
���
�������
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GOVERNANCE

AND

COMPLIANCE

ILLEGAL TO

STEAL 

AND /OR
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AND /OR

MISUSE

DATA

INCLUDING

ELECTRONIC

DATA
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Software Application Development Pressures

4 most common laments of the development executive

I’m being asked to:

• Deliver product faster (a lot faster!)
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• Increase product innovation

• Improve quality

• Reduce cost

• Deliver a secure product
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Getting Ahead of the Problems
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It Gets Worse
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The Myth: “Our Site Is Safe”

(����#��)���$�����
����*�����������

�����
�����������������
����� ���!" �����#��#

(��"
����*��+������
,
������$���������������

���$!%��!��#�����%��#����$&�
% ��"!�"

© 2008 IBM CorporationIBM Security9

(��-��� ��$����
�
��������������������
'�"$�%��� ��#�%(�!�&����� ��

#���)�������� �����)��*+)���
#��,��

(��-�������.����!����
-�$&������%�#���������)����
#!�������(#�������� ��)���

���$!%��!���!�#�$�



Governance & Risk ManagementSO WHY ARE THESE HAPPENING?
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The Alarming Reality
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Hacking Stage 6
— Wikipedia, Feb 9 2007
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NEW GOOGLE CHROME WEB BROWSER
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HACKERS

DON’T USE

MS_IE!



Governance & Risk ManagementReal Example: Online Travel Reservation Portal
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Governance & Risk ManagementReal Example : Parameter Tampering
Reading another user’s transaction – insufficient authorization
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Web Application Hacks are a Business Issue

Application Threat Negative Impact Potential Business Impact

Buffer overflow Denial of Service (DoS) Site Unavailable; Customers Gone

Cookie poisoning Session Hijacking Larceny, theft

Hidden fields Site Alteration Illegal transactions

Debug options Admin Access Unauthorized access, privacy liability, 
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Misdirect customers to bogus site

Debug options Admin Access Unauthorized access, privacy liability, 
site compromised

Cross Site scripting Identity Theft Larceny, theft, customer mistrust

Stealth Commanding Access O/S and Application Access to non-public pers onal 
information, fraud, etc.

Parameter Tampering Fraud, Data Theft Alter distributions and transfer 
accounts

Forceful Browsing/
SQL Injection

Unauthorized Site/Data 
Access

Read/write access to customer 
databases
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The Fact: Attacks targetted at a new area
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NOW WITH ANTI CROSS-SITE-SCRIPTING FILTER!
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WHY DO APPLICATION SECURITY PROBLEMS EXIST?

• IT Security Solutions are usually for network and i nfrastructure
• Firewalls and IPS’s don’t block application attacks
• Port 80, 8080 and 443 are open
• Network scanners won’t find application vulnerabilities.

• Nessus, ISS, Qualys, Nmap, etc. 

• IT Security professionals are typically from the ne twork /infrastructure 
area, and usually have little experience in softwar e application development

• Developers are usually not trained in or mandated to security

Firewalls = IP Traffic

Web Apps = HTTP Traffic
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• 64% of developers are not confident in their abilit y to write secure applications – Microsoft Developer  Research

• Developers do not care about security, they think i ts someone else’s job
• (even though they are the root cause) (often developers also don’t have security experience)

• Security teams are focused on other issues (network , desktops, etc) and 
overwhelmed

• They don’t want to have to deal with another new issue that they don’t understand

• No defined policy, accountability or process to dea l with the issue
• not many people understand application attacks today
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SECURITY TESTING IS A PART OF SDLC QUALITY TESTING 
SYSTEM

Collaborative Application Lifecycle Management

Test Management and Execution 

SDLC Quality Assurance
Quality Dashboard

Defect
Management

Requirements
Management
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TEAM SERVER

Manage
Test Lab

Create
Plan

Build
Tests

Report
Results

Functional
Testing Performance

Testing
Web Service

Quality
Code

Quality

Security and
Compliance

Open Lifecycle Service Integrations

Best Practice Processes

homegrown

Open Platform

Java
System z, iSAP

.NET
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Building security & compliance into the SDLC
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Enable Security 
to effectively 
drive 
remediation into 
development
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Developers

Developers

Provides Developers and Testers 
with expertise on detection and 

remediation ability

Ensure 
vulnerabilities 
are addressed 
before 
applications 
are put into 
production
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Conclusion: Application QA for Security

� The Application Must Defend Itself
– You cannot depend on firewall or infrastructure security to do so

� Bridging the GAP between Software development and Information 
Security

� QA Testing for Security must now be integrated and strategic
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� QA Testing for Security must now be integrated and strategic

� We need to move security QA testing back to earlier in the SDLC
– at production or pre-production stage is late and expensive to fix
– Developers need to learn to write code defensively and securely

Lower Compliance & Security Costs by:
• Ensuring Security Quality in the Application up front
• Not having to do a lot of  rework after production
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© 2008 IBM CorporationIBM Security33



Governance and Risk Management

WEB APPLICATION SECURITY
YOUR LAST LINE OF DEFENSE
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Anthony Lim


